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Introduction 

As the complexity and scale of business applications grow, 
organizations are increasingly adopting containerization to build 
and deploy their applications. With this new trend comes a need 
for shifting paradigms in how we orchestrate our containerized 
applications and how we manage their underlying APIs.

Kubernetes was founded around 2003 by Google Engineers Joe 
Beda, Brendan Burns, and Craig McLuckie. It was designed to be an 
internal, large-scale cluster management system then known as Borg. 
At the time, Borg was running hundreds of thousands of jobs across 
thousands of applications.

In 2014, Google announced the open-source version of Borg known 
as Kubernetes. Google released Kubernetes v1.0 2015 and Google 
partnered with the Linux Foundation to form the Cloud Native 
Computing Foundation(CNCF). Finally, in 2016, Kubernetes went 
mainstream with the release of the Helm package manager and the 
inaugural KubeCon Europe.

The cloud-native landscape has changed considerably since then, 
and Kubernetes has become the de-facto choice for container 
orchestration. This sparked the development of a rich ecosystem 
of tools, a vibrant and active community, and many vendor-
specific distributions.

Running APIs at scale is a common motivator for organizations 
that implement Kubernetes in their infrastructure to manage vast 
numbers of services with high availability and built-in scalability.  
This eBook will discuss some of the different ways to manage APIs 
in a Kubernetes environment and how those choices can affect your 
overall experience and performance.

¹ You can even see the first commit here

https://github.com/kubernetes/kubernetes/commit/2c4b3a562ce34cddc3f8218a2c4d11c7310e6d56
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Section 1: API Management and API 
Gateways 

API management (APIM) is the process of creating, publishing, and 
improving web application programming interfaces (APIs) in a safe, 
secure, and useful manner.

APIM primarily involves the production and distribution of API 
documentation, analytics, access, and the interaction of customers 
through an API gateway. The leading technology companies are 
constantly improving the process of API management to roll out 
frequent updates, meeting the demands of the users.

API Management and Microservices

A microservice architecture – a variant of the service-oriented 
architecture structural style – arranges an application as a 
collection of loosely-coupled services. In a microservices 
architecture, services are fine-grained and the protocols are 
lightweight. While a microservice approach allows development 
teams to build smaller services faster, one of the key issues often 
associated with microservices is the complexity in having to 
coordinate communication between now many small services.  As 
microservices evolve to include new features and functionality, this 
issue gets even more pronounced, making it hard to ensure that the 
services that need to communicate can do so properly. This is where 
API management can be used to help reduce overall complexity and 
give architects and administrators the tools they need to effectively 
govern the services in their ecosystem.
APIs allow small components of applications and services to 
connect to and communicate with each other. This process, if 
managed properly, helps in keeping the entire system running 
even when new updates are pushed frequently. Another important 
aspect of API management is the provision of a development – or 
developer – portal.

This portal serves as a centralized repository for all developers and 
administrators. Therefore, whenever a fragment (microservice) is 
altered, the entire system gets updated. This helps in finding the 
right information and also providing updated API documentation.

https://www.gartner.com/en/information-technology/glossary/api-management
https://www.gartner.com/en/information-technology/glossary/api-management
https://konghq.com/learning-center/api-gateway/
https://konghq.com/learning-center/microservices/
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Key Strengths of an API Gateway

API gateways make the consumption of microservices easy, add 
to their utility and live up to the promise of making the lives of the 
end-users easier. Some of how API gateways can contribute to the 
management of microservices are as follows.

1. Centralized IT governance standards enforcement centrally; 
commonly authentication & authorization, quality of service, 
access control, etc.

2. Decouple API consumers from API producers to shield consumers 
from back-end implementation details such as protocols and 
message formats and facilitate change management.

3. Provide up-to-date documentation that incorporates dynamic 
elements such as the ability to easily experiment with APIs, 
developer and application onboarding, and statistics such as 
API utilization.

4. Accelerating API development by virtualizing or mocking APIs to 
allow for simultaneous development of upstream APIs and API 
consumer applications.

API gateways are an essential part of modern API management 
solutions, particularly when it comes to complicated systems with 
microservices. For organizations keeping pace with technology and 
aiming to grow in the competitive market, API gateways are, in truth, a 
gateway to success.
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Section 2: What Is Kubernetes Ingress? 

With a number of requests coming from various sources, the 
expectations of customers to get quick responses, and frequent 
updates in software, it is essential to dynamically route requests to 
the appropriate resource without compromising the usefulness of 
the overall system. Kubernetes Ingress is the generally accepted best 
practice to solve these challenges.

Kubernetes Ingress is an API object that provides access to 
microservices-based on specific routing rules. By gathering 
microservices in a Kubernetes cluster and routing the traffic as per 
the requests of users, Kubernetes Ingress automates and resolves 
many API management challenges, including dynamic request 
routing, availability of new services as they are initially deployed or 
during update, providing a single pane of glass for understanding 
key metrics of API traffic and providing a single place where IT 
governance policy and integration requirements are enforced.

Why Kubernetes Ingress?

A Kubernetes Ingress exposes cluster-wide routing from a single, 
Kubernetes native interface. An “Ingress Controller” is deployed 
and configured with the appropriate routing and policy enforcement 
logic to implement the Ingress resource. There are several reasons 
why the Ingress Controller is a superior approach to an API Gateway 
for exposing microservices.

• Kubernetes Ingress eliminates the need for external, non-
Kubernetes native load balancers – which are expensive and 
complex to manage.

• Kubernetes Ingress is a native part of the Kubernetes cluster 
and can be linked directly with running Kubernetes services, 
making it trivial to deploy and roll out new APIs 

• Kubernetes Ingress provides a single place to control the flow 
of the traffic

• Ingress supports multiple protocols and authentication with 
easy configuration.

https://kubernetes.io/docs/concepts/services-networking/ingress/
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Components of Kubernetes Ingress

Diagram 2.1: Kubernetes Ingress components

Kubernetes Ingress includes the following components:

• Ingress API object: An API object that manages external 
access to the services in a cluster, typically HTTP.

• Ingress controller:  Responsible for fulfilling the Ingress, 
usually with a load balancer, though it may also configure your 
edge router or additional front ends to help handle the traffic.

• Kubernetes Service:An abstract way to expose an application 
running on a set of Pods as a network service.

• Kubernetes POD: The smallest, most basic deployable objects 
in Kubernetes. A Pod represents a single instance of a running 
process in your cluster.

According to IBM, "As an analogy, if Kubernetes Ingress is a 
computer, then Ingress Controller is a programmer using the 
computer and taking action. Furthermore, Ingress Rules act as 
the manager who directs the programmer to do work using the 
computer. Ingress Rules are a set of rules for processing inbound 
HTTP traffic. An Ingress with no rules sends all traffic to a single 
default backend service."

https://www.ibm.com/cloud/blog/kubernetes-ingress
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Types of Ingress

The types of Ingress vary based on the use case, the number of 
services exposed to users, and the number of hosts. Three types of 
Ingress are as follows.

• Single service: This is, arguably, the simplest type of Ingress 
where a single service is to be exposed.

• Simple fanout: A simple fanout comes in handy when traffic 
is routed from a single entry point (IP address) to more than 
one service. 

• Name-based virtual hosting: Used to route traffic from a single 
entry point (IP address) to multiple hosts in the same cluster 
based on the incoming Host header Where the request is 
routed to the appropriate service.

Diagram 2.2: Types of Ingress
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Section 3: Kubernetes Ingress Vs. API 
Gateways 

Kubernetes Ingress and API Gateways are very different approaches to 
solving similar challenges; however, they share many commonalities.

Common Capabilities

Load balancing and traffic routing is a complicated task in API 
management. In application services, there are a number of 
requests coming in each day, and it is imperative to track and 
manage these requests efficiently. This is where an API gateway 
and Kubernetes Ingress come in handy. Some major applications of 
both of these services are as follows. 

Diagram 3.1: Overlap between Kubernetes Ingress and API Gateway

• Load balancing to track and handle incoming requests
• Path mapping to direct each request to the desired destination
• Service connectivity to ensure that the request gets the right 

response and all the information needed is gathered and 
delivered in the best possible way
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Key Differences

Kubernetes Ingress, with the help of an Ingress controller, creates a 
mesh or cluster of all services where a single port is used to access 
all of them. This facilitates routing the traffic without the added 
effort and cost of load balancers. The services exposed in this way 
are accessible from the public internet. Kubernetes Ingress makes 
the entire process more efficient, thus being of great utility in API 
management and traffic routing.

An API gateway is used for application routing, security, and request 
handling. It is extremely useful when it comes to the deployment of 
microservices. However, Kubernetes Ingress, if implemented without 
an API gateway, can make API management a little complicated. 
This is primarily because every action, in this case, is governed by 
Ingress rules. Additionally, when it comes to a service application, 
sometimes the requirements are a little more than just routing the 
traffic and balancing the load. Some such aspects include user 
authentication, API lifecycle management, API transformation, 
traffic monitoring, and rate-limiting. In such cases, it is important to 
go for a comprehensive solution – one that can promise the best of 
both worlds.

Using Kubernetes Ingress and an API gateway in conjunction is an 
excellent technique. Owing to certain API gateway applications, 
such as Kong, managing complicated architecture is becoming 
simple and hassle-free. The industry has introduced a number of 
quality features, such as native gRPC support, support for hybrid 
or multi-cloud infrastructure, built-in Kubernetes-native Ingress 
solutions, out-of-box authentication, and security plugins, and active 
checks on load balancers, to improve API management. These 
and other related features provide the basis for full lifecycle API 
management, which is extremely important in today’s digital age, 
loaded with a variety of requests. 

https://docs.konghq.com/hub/
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Section 4: The Importance of Full 
Lifecycle Management for APIs

Comprehensive API management is critical for modern technological 
organizations. API management holds great value for the business 
and also for the developers. If, on the one hand, organizations can 
make better, data-driven decisions with API management techniques, 
then, on the other hand, it also improves the reusability and efficiency 
of API development. From the tracking and management of updates 
to ensuring that the documentation is correct and not misleading, API 
management takes a holistic approach.

It would be accurate to say that an Ingress controller is not as valuable 
without full API management capabilities. Along with effective 
load balancing and traffic routing, Kubernetes Ingress must also be 
configured in a way that supports full API management. This means that 
the entire lifecycle of an API –  the development, deployment, security, 
monitoring, and management of updates – is carefully controlled.

The value of full lifecycle API management

Typically an API gateway does not understand what the Kubernetes 
API server is talking about. A Kubernetes ingress controller such 
as Kong helps translate the API server configuration in a way that 
an API Gateway can understand. Your technology teams want to be 
able to jointly manage their Kubernetes and Gateway configurations. 
This can be achieved by investing in a Kubernetes Ingress Controller 
which grants one cohesive Kubernetes experience.

An Ingress controller, when used as an API gateway, can give you 
the best of both worlds. It combines the efficient load balancing 
and inclusivity of Kubernetes Ingress with the security and 
authentication features of an API gateway. Some notable benefits 
of full lifecycle API management with Kubernetes are as follows.

• Kubernetes can blend in and scale based on your needs, without 
having to create an entirely new system

• The possibility of powerful, reliable, and secure API management
• Increased flexibility in the management of microservices and 

better performance

https://konghq.com/kong
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• The system can be made part of a broader infrastructure, 
including API gateways and service mesh

Therefore, it is important for all modern organizations to have an 
Ingress controller that can provide complete control over the API 
lifecycle. It is also important to note that full lifecycle API management 
comes with better connectivity of microservices and a lot of added 
features. Some important ones are listed below.

• Provision of better authentication services, adding a layer of 
security to the cluster

• Management of certificates to ensure encryption in the API traffic
• Seamless deployment and tracking of frequent updates
• Increased visibility to watch API consumption and behavior
• Build a strong and flexible microservices architecture
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Section 5: Conclusion

Leveraging the benefits of Kubernetes Ingress controllers 
together with API gateways as a solution to manage the 
entire API lifecycle is crucial to scaling modern applications. 
By understanding the differences between API gateways and 
Kubernetes Ingress, you can better optimize your infrastructure 
and support the foundational features of a microservices 
architecture. The CNCF formally supports 15 different API 
gateway solutions for teams to choose from when planning out 
their infrastructure. To see them all, go take a look at the Cloud 
Native Interactive Landscape.

Although open-source tools can be leveraged for API lifecycle 
management, these tools have certain limitations when it 
comes to their utilization. For example, many of these tools do 
not have efficient and updated documentation while also not 
being tailored to meet the needs of a particular business. If your 
organization relies on frequent updates, you will need much more 
than an open-source API management tool.

Kong offers the industry’s most popular API gateway and Ingress 
product and supports the ability to manage the full lifecycle of 
your API. Kong’s Kubernetes Ingress Controller is highly efficient 
as it uses native Custom Resource Definitions (CRDs), providing 
fine-grained control over proxy behavior, giving complete control 
over the API lifecycle. Kong’s API Gateway is also a part of a 
bigger network, Konnect, providing connectivity on a larger scale.

Whether you’re looking to process at sub-millisecond latency 
and support thousands of transactions per second, transform 
requests before they hit your server, or integrate a number of 
plugins with a more tailored experience, you can do it all with 
Kong. For full API lifecycle management, you don’t need to look 
beyond Kong, where all your needs are met in a secure and 
efficient way.

https://landscape.cncf.io/
https://landscape.cncf.io/
https://konghq.com/kong
https://docs.konghq.com/kubernetes-ingress-controller/
https://konghq.com/kong-konnect/
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